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IMPORTANT NOTICE:

THIS ARCHITECTURE DRAWING HAS BEEN INTENTIONALLY ANONYMIZED AND MODIFIED TO PROTECT THE
CONFIDENTIALITY OF THE ORIGINAL CUSTOMER, FACILITIES, SYSTEMS, AND OPERATIONAL ENVIRONMENT.

CERTAIN NAMES, ADDRESSING DETAILS, RELATIONSHIPS, CONFIGURATIONS, AND DESIGN ELEMENTS MAY APPEAR
INCOMPLETE, GENERALIZED, OR TECHNICALLY INCONSISTENT. THESE CHANGES WERE MADE DELIBERATELY TO
PREVENT IDENTIFICATION OF THE CUSTOMER OR RECONSTRUCTION OF THE ORIGINAL PRODUCTION ENVIRONMENT.
ALL CUSTOMER—=SPECIFIC INFORMATION HAS BEEN REMOVED OR REPLACED WITH GENERIC REPRESENTATIONS.

THE DRAWING IS PROVIDED SOLELY AS A REPRESENTATIVE EXAMPLE OF NETWORK ARCHITECTURE AND
SEGMENTATION METHODS | HAVE DESIGNED AND IMPLEMENTED WITHIN INDUSTRIAL AND OPERATIONAL TECHNOLOGY
ENVIRONMENTS. IT [LLUSTRATES CONCEPTS SUCH AS HUB—-AND—-SPOKE CONNECTIVITY, REFINERY AND PIPELINE
SEGMENTATION, CONTROLLED INTER—=SITE COMMUNICATION, SECURITY—=Z0ONE SEPARATION, AND [SOLATION BETWEEN
INDEPENDENTLY OPERATED FACILITIES AND ASSOCIATED PIPELINE SYSTEMS.

THE ORIGINAL DESIGN WAS DEVELOPED USING ESTABLISHED SECURITY AND ARCHITECTURAL PRINCIPLES INFORMED
BY APPLICABLE INDUSTRY PRACTICES AND FRAMEWORKS, INCLUDING:

— ISO/IEC 27001 INFORMATION SECURITY MANAGEMENT PRINCIPLES
— THE PURDUE ENTERPRISE REFERENCE ARCHITECTURE
— NIST SP 800-82 GUIDANCE FOR INDUSTRIAL CONTROL SYSTEM AND OPERATIONAL TECHNOLOGY SECURITY

THIS SAMPLE SHOULD NOT BE INTERPRETED AS A COMPLETE IMPLEMENTATION SPECIFICATION, AS—BUILT DRAWING,
OR REUSABLE CUSTOMER DESIGN. ACTUAL ARCHITECTURES MUST BE DEVELOPED ACCORDING TO THE
OPERATIONAL, CYBERSECURITY, REGULATORY, AVAILABILITY, AND SAFETY REQUIREMENTS OF THE SPECIFIC
ENVIRONMENT.
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A B C D E F G H J K L M N
DRAWING INDEX
S/N DRAWING NO. REV. DATE DRAWING TITIFE
00 | 401-24001-V01-000 R2 09/30/2024 FORTINET CUSTOMER - COVER SHEET & DWG. LIST
01 401-24001-V01-001 R2 09/30/2024 FORTINET CUSTOMER - HUB FORTINET — CALL/SPEC SHEET
02 1401-24001-V01-002 R2 08/08/2024 FORTINET CUSTOMER - SPOKE FORTINET — CALL/SPEC SHEET
03 1401-24001-V01-003 R2 08/11/2024 FORTINET CUSTOMER - MAIN - ORIGINAL VIEW - HUB & SPOKE
04 [401-24001-V01-004 R2 08/11/2024 FORTINET CUSTOMER - EXPANDED VIEW - HUB & SPOKE
05 1401-24001-V01-005 R2 08/08/2024 FORTINET CUSTOMER - SPOKE SITE EXPANDED LLD
06 |1401-24001-V01-006 R2 08/11/2024 FORTINET CUSTOMER - 37fP PARTY CONTROL CENTER — HLD
07 1401-24001-V01-007 R2 08/11/2024 FORTINET CUSTOMER - MAIN REFINERY HLD
08 |401-24001-V01-007 | R4.4 08/11/2024 FORTINET CUSTOMER - AWS VPC SEGMENTATION LLD

CONFIDENTIAL

NOTES: DRAWN BY:  J. LEVINSON FORTINET CUSTOMER
R2 \ WY 4 DATE:  09/19/2024 HQ CITY. ST
— ADDED COVER SHEET INDEX TOTAL OF 7 PACES CHECKD BY: B, TAYLOR
v : - : ENGINEERING DOCUMENT - NETWORK ARCHITECTURE
DATE: _ 09/19/2024 MAIN COVER SHEET — INDEX
09/30/24| WL [ IFR - CHGS. TRACKED JVLEVINSON APPROVED BY:
DATE | BY REVISION DESCRIPTION DATE: DOCUMENT NO. 401-24001-V01-000 R2
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A B C D E F G H N K L M N
HUB 1
FORTINET B60F — ROUTER A
10.45.25.2
a e e aeaooaas s aesE aeéeag eaeoaesT oo = [ ]
-G—00F o B 1 il lllll""ﬂ ul""l"lﬂ
TRESETDC+‘12VUSB CONSOLE WAN2 WAN1 B—a— A
T .
HUB 1
. FORTINET 60F - ROUTER B
SEC U R|TY 10.45.25.3

Fxpectations:

-
-
> Segmentation of OT data in a SECURE fashion
> Securely remote into devices for single pane of glass management ‘9 D ‘*\ "'w \!"'w
> Communication from 3RD PARTY CONTROL to the spoke level =
> True Redundoncy both in WAN and LAN chnxs DC+12V USB  CONSOLE WAN2  WAN1 B—a— A 1
Redundant VPNs to 3RD PARTY CONTROL Network | B
S 2x GE RJ45 WAN ports, 2 WANT - AT&T FIBER
> WAN2 - STARLINK
> ox GE RJ45 LAN ports, > AN HA LINK
> 1x GE RJ45 DMZ port, B
$ 1x USB port > LAN2 — SECURITY SEGMENT
> IPS Throughput: 1.4 Gbps
¥ Firewall Throughput (1518 / 512 / 64 byte UDP):
10/10/6 Gbps
> Firewall Throughput: 9Mpps
Y IPsec VPN Throughput (512 byte): 6.5 Gbps L|C ENSES
» SSL Inspection Throughput (IPS, avg. HTTPS): 630 Mbps
> High Availability Configurations: Active—Active, Active—Passive, ' ‘
Clustering > OT Security Service
> Concurrent Sessions (TCP) 700’OOO (OT Detection, oT \/U|ﬁer0bi|ity Corre|OUOI’1, Virtual
% Secure SD—WAN Patching, OT Signature / Protocol Decoders)
% Universal ZTNA > FortiCare 24x7 Comp. Support — ESA
NOTES: DRAWN BY:  J. LEVINSON FORTINET CUSTOMER
DATE:  03/18/2024 HQ CITY, ST
CHECKED BY: B. TAYLOR
J L NETWORK PROPOSED — 04/05/2024
DATE: _02/28/2024 HUB — FORTINET — DETAILED
R1 |03/06/24 | JVL |ISSUED FOR REVIEW J V L E V I N S O N APPROVED BY:
NO. | DATE | BY REVISON DESCRIPTION DATE: DOCUMENT NO. 401-24001-V01-00" R
A B C D E F G | H | | J K L M N |
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SCCURITY:

Fxpectations:

management

VvV Vv

LICENSES:

> oT Security Service

Segmentation of OT data in a SECURE fashion
Securely remote into devices for single pane of glass

Communication from J3RD PARTY CONTROL to the spoke level
True Redundancy both in WAN and LAN cnxs

(OT Detection, OT Vulnerability correlation, Virtual
Patching, OT Signature / Protocol Decoders)
» FortiCare 24x7 Comp. Support — ESA

SPECS:

Ruggedized, indoor, |P40
4x GE RJ45 LAN ports,
?x GE RJ45 WAN ports,
2x SFP slots,

Ix USB port,

1x MicroSD card slot,

VVVVVVYV

antennae)

Dual power inputs
IPS Throughput: 9/5 Mbps

8/8/8 Gbps
Firewall Throughput: 12Mpps

Clustering
Concurrent Sessions (TCP): 1M

VvV VVVYV VVVV

Fmbedded 3G/4G LTE wireless WAN module
(mcludes, 2x SIM slots — Active/Passive, 2x external SMA WWAN

IPsec VPN Throughput (512 byte): 6.5 Gbps
SSL Inspection Throughput (IPS, avg. HTTPS): 500 Mbps
High Availability Configurations: Active—Active, Active—Passive,

Passive GPS (includes, 1x external SMA GPS antenna),

Firewall Throughput (1518 / 512 / 64 byte UDP):

AT
VE

KK K ok >k Kok sk K KK K R KROK K R K Sk K kK K K KRk K KK Sk ok ok

&T FIRSTNET: BAND 14
RIZON FRONTLINE:  BAND 13

KK K ok >k Kok sk K KK K R KR OK K R K Sk K KOk K K KRk K KK Sk ok ok

FRG/0F—=5G406

FORTINET

‘/\;

B1,

LTE:

B2, B3, B4, B5, B/, B8, B9, B12,
B13, B18, B19, B20, B26, B28, B29,
B30, B32, B41, B42, B43, B4o,

B48, Boo

Sierra Wireless EM/565
(2 SIM Slots, Active/Passive)

B1,

UMTS/HSPA+:

B2, B3, B4, Bb5, B6, B3, B9,

B29

vVvvVvVVvYV

INTERFACES:

WANT — AT&T FIBER
WANZ - STARLINK

LTE PRIMARY - VERIZON FIRSTRESPONDERS

LTE FAILOVER - AT&T LTE
LANT — HA LINK
LANZ - SECURITY SEGMENT

NOTES:

R1

03,/06/24

JVL

ISSUED FOR REVIEW

NO.

DATE

BY

REVISION DESCRIPTION

JvL

JVLEVINSON

DRAWN BY:  J. LEVINSON
DATE:  03/18/2024

FORTINET CUSTOMER

HQ CITY, ST

CHECKED BY: B. TAYLOR
DATE:  02/28/2024
APPROVED BY:

NETWORK PROPOSED — 04/05/2024
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FILE:
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PLC 5069—-L33ER SITE #1
|
—_——— P: 10.45.1.0/25 e D
/ ey - oo e m s
[ PLC 5069—-L33ER
CUSTOMER / i . CONPUTERS SITE #2
MAIN REFINERY g T TEEED L i oecos EOE DL '
j MICRO FLOW
e _ / / \ gl gy 110:45.3.10~ PLC S089-L33ER COMPUTER SITE #3 |
LOCATED IN CITY, ST | —_— 1 | 1045 30/08 R
| PIPELINE BUILDING I / / r e . D __________________________
| : e i ! /) !. B It e e e
! FORTINET 60F - ROUTER A | N\ awE Lo B SITE#4 |
i i 1045.25.2 | / / /,— _—— AR LAN 1P: 10.45.4.0,/ 280 e D
B | ]/ - .'—'.—'.__'f.__".__".__'f.__'.f—_".__".__'.'___'.'.__'f.__".__'.'.__'.'.__'_'___'.'.__'.'.__'.'.__'_'___'.'.__'.'.__'.'.__'_
i ! | / / \ : o MICRO FLOW |
. \ s L — A COMPUTER
! HUB 1 i I Sl S SITE #5
| aUtosoL FORTINET 60F - ROUTER B — ——— L /—/ B M — AN IP: 10.45.5.0/28 g D
; 10.45.25.3 | | | L B el L
| ACM SERVER e D b L L L L T T T T L T T T T T T T T
B @« : FORTINET SDWAN NETWORK ‘ | N (%%ﬁgSTEFRLgW
N \ 45.6.
S fC | SITE#6 !
| | _— —— — — — —— — Ty : 10.45.6.0/25 ﬁ/
: @ > | | D
: [ | i _‘\-Y \_‘ ) . __:_____:__—___E:E AAAAA H__ EQEED__________—_____ ::::
| LAN IP: : WL 45.7.10- 0 PLC 5069—L33ER
! . 1045255 ' | \\\ \ \ il ¥ ) SITE #7
| SECURITY SEGMENT i | WA\ —— S P 10.45.7.0/28 - ] .
|_ i I ‘ ) e |
MICRO FLOW
LEGEND WA g |10aoo Ol T SO09TESIER cowputer STE#8 |
\\ \ | U — ] — LANIP: 10.45.8.0/28- - fgi e D
— VPN TUNNF|= = ) . .._'.‘.__'.'.__'.'.__'.'.__'_'.__'.'.__".__”.__'.'.__'.'._'.__".__'.'.__‘.'.__'.'.__".__'.'.__‘.'.__'.'.__'.'.__'.'.__‘.'.__'.'.__'.'.__'.'.__‘.'.__'.
\ \ \ Wk p 110.45.9.10- 1N PLC 5069-L33ER (5(%%‘55&!5%8/\/ SITE #9
.......................... el =i ,
. SECURITY SEGMENT W\ — — —gf e 0eon o/ i e B
CRUDF SITES TO 3RD PARTY CONTROL \ \ ] 10.45.10.10- ;
— SEE DWG. \ \ _ . SITE #10
4017240017\/017006 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
PRODUCT SITES \ :. -, ............ _ ..................................................... |
D tad SITE#11
— e SDWAN: e = \—— !
NOTES: DRAWN BY:  J. LEVINSON FORTINET CUSTOMER
DATE:  03/18,/2024 HQ CITY, ST
CHECKED BY: B. TAYLOR
J L NETWORK PROPOSED — 04/05/2024
DATE: 02/28/2024 MAIN — ORIGINAL VIEW - HUB & SPOKE
R1 [03/06/24| oL | ISSUED FOR REVIEW JVLEVINSON APPROVED BY:
No. [ baE [ BY REVISION DESCRIPTION DATE: DOCUMENT NO. 401-24001-V01-003 R

A B C D E F G | H | | J K L M N | 0
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A | B | C | E F | c | H | | | J | K | L M | N | 0
__________ | " (B)MICRO | " MICRO §
[ FLOW FLOW !
1 | COMPUTERS ! COMPUTER |
| |
— | L—-LAN IP: 10.45.1.0/25—— | L—|AN IP: 10.45.6.0/25—— | L—-LAN IP: 10 4580/25—-— |
@ . .
2 SITE #1 SITE #5 SITE #6 SITE #7 SITE #8
SV N Mg Lo NN
epigr CUSTOMER BB
PUTERS ! COMPUTERS |
—] ﬁ i MAIN REFINERY i
i - - - - ""F"7-"—7="77"7— 07—/ = 1 ‘ ]
] L—-LAN IP: 10.45.2.0 I25—-— | |_ LOCATED IN CITY, ST | ] L—-LAN IP: 10.45.9.0/25—— |
4 | / D : PIPELINE BUILDING i i ’ D
T [T T T T T T T T .
SITE #2 | HUB 1 ' | SITE #9
] ! FORTINET 60F — ROUTER A |
o 10.45.25.2 |
: PRODUCT SITES ! | | CRUDE SITES
| I |
T : L N T
- \ : MICRO | | | AUTOSOL FORT\NET](;S%E £5R30UTER B I
r\ ?gq j 10. A!r5 e Wo—'ﬁ COEALSLBA{(ER I | I ACM SERVER I ! I
o| e irw" i I ) ! !
: L AN IP 10.45.3.0/25—— | ! | % I ! L—LAN IP: 10.45.10.0/25—— |
| ! I i
.................................. L , )
SITE #3 R ; | SITE #10
I 10.45.25.5 : :
7 | SECURITY SEGMENT i |
| oo AT
— TO 3RD PARTY CONTROL
L SEE DWG.
- i 401-24001-V01-006
!
i .......................
o] ! L [AN IP: 10.45.4 0/25—-—Di PRODUCT SITES L E G E N D S_EC_UFS‘T:(_SEEBM_ENT
|
9 T sITE#a | — e SDWAN: e e = «VPN TUNNE[= o= CRUDE SITES SITE #11
__ o DRAWN BY:  J. LEVINSON FORTINET CUSTOMER
DATE: 03/18/2024 HQ CITY. ST
- J I CHECKED By B TAWOR NETWORK PROPOSED — 04,/05/2024

DATE:  02/28/2024

MAIN - SDWAN VIEW - HUB & SPOKE

R1 [03/06/24] oL [ ISSUED FOR REVIEW JVLEVINSON APPROVED BY:
NO. DATE | BY REVISION DESCRIPTION DATE: DOCUMENT NO. 401—-24001-V01—-004 R1
A B C E F G | H | | J K L M N | 0
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_______________ -
’ I VERIZON LTE AT&T LTE |
I NETWORK NETWORK — — I__ ........... e —— e — e —— I — —
[FARERIRIE TR R KRR R LR RRAY e I WAN CNX°S I : SECURITY SEGMENT ; LTE OPT. | st ok ok ok o KK oK xR ok RO K KK K ROR KK KKK Rk K
N : | |_ T — I ey 2R |_ — —
| : — AT&T FIRSTNET: BAND 14
| I VERIZON FRONTLINE: BAND 13
| : 3 — e SDWANs === e=  e—[NTERNET VPN TUNNE|[= ==
: |
T | :
i | LEGEND -
3 | : | Carrier frequencies and bands //
I I Carrier 4 3G frequencies i 4G bands i 5G bands -
. :I Verizon CDMA 800, 1900 PCS 2.4, 5 13", 66 n40, n26-, n261, N2, n5, n66
- I X : AT&T GSMA/HSPA/HSPA+ 1900 MHz, 850 MHz 2.4.5 12", 14, 17", 29, 30, 66 n260, n5
I .................................................... I T-Mobile GSM/HSPA/HSPA+ 1900 MHz. 1700/2100 MHz 2*. 4" 5 12" 66. 71" n41, n260. n261,. n71
VERIZON AT&T | * carrier's main band; phone must be compatible with at least one main band to work on network WAN 2 OPT.
i | FIRST RESPONDERS g\gﬁ/@gi _— iTNATFéHHE
NETWORK
o — ]
|
5 oA 1
[ aeaen N oo et ’ ! FORTINET :
LOCATED IN CITY, ST | LA IR LN 2 | ] / |
I PIPELINE BUILDING I . / FRG70F—3G4G PLC 5069—L33ER :
— I [ : | I | / PAIR _ ! |
| | HUB 1 | | | i / | |
o FORTINET 60F - ROUTER A | : ; .
5 I 10.45.25.2 | o P :
: ; |
! ! : INTERNET ¢ : |
: |
— I .
| ! HUB 1 i : | |
' FORTINET 60F - ROUTER:B FORTINET SDWAN ,
7 I | AUTOSOL .
B oM SERuER 10.45.25.3 ! |_ | |
. [ i
I @ > [ !
] ' i @D | MICRO FLOW COMPUTER @ |
| e | | o
g I i i BUFFER PIC ;
I LAN IP; 1 :
! . 10.45.25.5 ' | SECURITY SEGMENT ! |
— 1 SECURITY SEGMENT ! L - |
| e S . d__ | | TO 3R CUSTOMERTY
e ____. [ CONTROL FORTINET WAN CONNECTIONS |
SEE DWGC. - _ -"-—7"""-"—"""""F"7"N""VQVVV
9 401—-24001-V01-006
1 NOTES: DRAWN BY: J. LEVINSON FORTINET CUSTOMER
\ WY 4 DATE:  03/18/2024 HQ CITY. ST
- v CHECKED BY B ARLOR NETWORK PROPOSED — 04/05/2024
DATE:  02/28/2024 HUB — FORTINET — DETAILED
03/06/24| JwL APPROVED BY:
E;. DATE | BY ‘SSUEEV\FS?CTN RI;E/‘SE;NR\PTION sl B 1 RS DATE: DOCUMENT NO. 401-24001-V01-005 R
B C D E F G | H | | J L M N | 0
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B C D E F | c | H | J K L M N
1 ——— = — —
\[ Iﬂ'h_"_'réﬁrdﬁ """""""""
| 1 [ FRG70F-3G4G .
AL / PAIR IN HA i |
2
3 VENDOR
CONTROL CENTERS
_ CUSTOMER ! 3RD PARTY CONTROL |
TO PROVIDE IP |
MAIN REFINERY I ADDRESSES I
|‘ | HOUSTON ACM SERVER |
4 LOCATED IN CITY, ST |
: PIPELINE BUILDING | = @ :
PR T IS N =
o ! FORTINET 60F — ROUTER A I 10-45.%.0 @
I 10.45.25.2 ; ' |
. | : | LAN IP: |
L | 10.45.X.5 |
I - -
— ! ! HUB 1 i |________________———————|
' FORTINET 60F — ROUTER:B
I | AUTOSOL ‘
| A, SERVER 10.45.25.3 | : |
6 i s - - - - - |
L (CllD) | LAS VEGAS ACM SERVER |
I KO . ,
|
] L e e @O |
. - 7 = %__SU_BMEL__ @ |
| | s | 70.45.X.0 @«| |
7 | 10.45.25.5 ! ' [
| :
i SECURITY SEGMENT ! | LAN [P |
U | | 10.45.X.5
— | L T T T ‘L
8
] LEG E N D I_ .......................... |
PRODUCT SITES L SECURITY SEGMENT
9 —_— = SDWAN» == = — /PN TUNNE[L= == | WAN CNX°S |
___ 1 NOTES: DRAWN BY: J. LEVINSON FORTINET CUSTOMER
\ WY 4 DATE:  03/18/2024 L oIy st
: B. TAYLOR
- v CHECKED BY NETWORK PROPOSED — 04/05/2024
DATE:  02/28/2024 HIGH LEVEL — 3RD PARTY CONTROL — HUB & SPOKFE
R1 |03/06/24 JVL | ISSUED FOR REVEW JVLEVINSON APPROVED BY:
NO. | DATE | BY REVISION DESCRIPTION DATE: DOCUMENT NO. 401-24001-v01-006 R
B C D E F G | H | | J K L M N |
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A B C D E F G H J L M N O
PRODUCT SITES CRUDE SITES
1 MICRO FIOW MICRO FIQOW PLC 5069_|33ER
COMPUTER COMPUTER =1 i
m
T (=l
.  i2::: | - | Al
BUFFER PIC BUFFER PIC
o ; o : VENDOR
— \ 1 ] \ / _/ \ ,/ CONTROL CENTERS
| / - - - - - T T T 77
S L I o B S B | U ! 380 CUSTOMERTY TO |
3 2 i il o T R il T il PROVIDE IP |
2 ﬁ ; '@éﬁg, ; ﬁg. ! ADDRESSES |
| o i ) o i ) | HOUSTON ACM SERVER |
. [ |
| A (CllD)
T |
! o7 = 0 SUBNFT: _ _ _|@D |
4 , 10.45.X.0 @ |
' [
SDWAN SDWAN ! &‘5';’15 |
- PRODUCT SEGMENT CRUDE SEGMENT | T :
5 HUB 1A HUB 1B |———————————————————————
FORTINET 60F — SOROTWANA FORTINET 60F — SOROTWANB |
10.45.25.2 — VLAN NN 10.45.25.3 — VLAN NN I |
10.15.0.2 — MGMT 10.15.0.3 — MGMT i |
] OO0 BT OO OO LAS VEGAS ACM SERVER |
' [
;;IHMM - %‘;IDMM | @| |
6 l DC+12V USB  CONSOLE WAN2  WAN1  DMZ B—as— A 5| 4 3 2 1 |7 DC+12V USB  CONSOLE WAN2  WAN1  DMZ B—a— A 5 4 ] 2 1 | £ % _ _SU_BMET_ - (D |
' D &5 10.45.X.0
' AUTOSOL : : o
] | ACM SERVER ! | l
' | | WIE)AT5|>F<):5 |
[ (ClD) | | R
v | (CllD) ' - —
. @ |
| |
| [
— LAN [P
[ PRODUCT SEGMENT 10.45.25.5 CRUDE SEGMENT |
— e
| |
o | |
[ |
| |
1 DMZ !
9 LOCATED IN CITY, ST
MAIN REF'NERY PIPELINE BUILDING
__ I votes DRAWN BY: . LEVINSON FORTINET CUSTOMER
- \ WY 4 DATE:  05/23/2024 HQ CITY, ST
CHECKED BY:
10 R3 | 05/08/24| oL | BUMPED — NO CHANGE v - B. TAYLOR NETWORK PROPOSED — 04/05/2024
R2 | 04/09/24| VL[ ISSUED FOR REVIEW : nul HIGH LEVEL — FIREWALL - SEGMENTATION VIEW
R1 [04/08/24| L [ ISSUED FOR REVIEW JVLEVINSON APPROVED BY:
NO. | DATE | BY REVISON DESCRIPTION DATE: DOCUMENT NO. 401-24001-V01-008 R3
A B C D E F G | H | J L M N | 0
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A B C | D | E F | c | H | | J | K | L | M | N | 0
MGMT — 10.27.253.0/24 AIVR infernabVR
MGMT TRANSIT - 10.27.201.0/28 / ~ [ Vet . AWS 1
DM7Z = 10272540/24 ==s======2 ==2======2 /E;ﬁuf}3 S : ~—7
DMZ TRANSIT — 10.27.202.0/28 fwsprons01 (s sties JUNTRUST -
UNTRUST - 10.27.248.10/24  ~  \ ‘== & B 10.36.248.254/2 Sy
64 XX . XX. XX 0.27.202.0/28 WILL HAVE VELO TRANSIT
CNXPRODVPC - 10.27.248.245/28 FORTICLIENT VPN ETH 174 2
DMZ APPLICATION TO
FORTIMANAGER - 10.27.253.254 /24 AWSO2WANVRO 1 10.27.254.0/24 i\?/ggg&d&g AWS01WANVRO1 AWS01WANVRO2
FORTIANALYZER - 10.27.253.253/24 INTERNET §ATE\NAY —
10,97 9491005 10,97 253 254 ///I \ R A 3
ToP. Ba1_<sq y [\ ASN 64521 ASN 64520
ORTIANALYZER VP = // foN / |
10.27.249.10->10.2/.255.25 \ ! ,*’/
(TCP: 514—>514) / \ . CNXFTGVPC —\\10‘36‘248‘240/28
AN e
Tee—m L = — — \\ \\ ——
~ \
\ | :
CHANGE SOURCE IP SAME \ ;
WAY AS DESTINATION FOR \ ,’ \\ [
- THE LOOPBACK ! |
| COMMUNICATION ‘:
! I 6
| ;
i |_______II ................. _|
; | f '
i i i
' PRODUCT D2 s © |7
! SITES CRUDE SITES | e i
| 3 ] [
..................................... \ j 1
| g | |
..... VPN TUNNE|ceee= 2 ‘ - i ALL CORP SITES @ .
= VIRTUAL CNX= = |
NETWORK ] :
: 9
LEGEND ~
NOTES: DRAWN BY: J. LEVINSON |
T FORTINET CUSTOVER
J I CHECKFD Bv: B TAYLOR NETWORK AS—BUILT — 05/31,/2024 -
RG[05/30/24| VL | ISSUED FOR REVIEW DATE: nl LOW LEVEL - AWS DEPLOYMENT - VPC SEGMENTATION
T el
A B C D E F G | H | J K L M | N | 0




